Professional Profile : JEAN KOUADIO	Page 8 of 8
	

JEAN KOUADIO MSc, CISM, CASP+CE, MCSE, PMP
jeanjkouadio@aol.com
240-299-3283

SUMMARY

Creative hands-on IT analyst with more than twenty-six (26) years of success leading IT, IT security and Information Assurance projects and programs for government and business.  Communicates effectively with both technical and non-technical teams, having supported CIO/CISO at Housing & Urban Development, the DOE, FAA, RATB, HHS – CMS, NARA, FDIC, and other government agencies. Coordinates multiple resources, vendors, and stakeholders and supports high performance technical and professional teams to execute projects of profound complexity, assuring timeliness, effectiveness, and budgetary compliance.  Leverages deep knowledge of IT engineering, cyber security, and Information Assurance to drive existing programs and proposals in IT and IT security.  Good understanding of Cyber Security architecture, GLBA, SOX, HIPAA, Privacy data, security controls (NIST), FISMA, OMBs, IT infrastructure Continuous Monitoring Initiatives, FedRamp,  AWS, & Security Control Assessment (SCA).

Security Clearance: Eligible

TECHNICAL SKILLS

Computer
· Microsoft Office: Visio, Excel, Access, Word, Power Point, Project
· Red Hat/Linux
Accreditation Tools
· Trusted Agent FISMA (TAF), Information Assurance Compliance System (IACS – XACTA), CSAM, CMS FISMA Controls Tracking System (CFACTS), REMEDY, Enterprise Mission Assurance Support Service (eMASS), and ServiceNow.
Scanning Tools
· NESSUS
· Webinspect
· AppDetective
· AppScan

EXPERIENCE

K3 Solutions, LLC/NATIONAL ARCHIVES AND RECORDS ADMINISTRATION (NARA), Luray, Virginia		             
September 2019 – November 2023
Information System Security Officer (ISSO)
· Implement security controls based on IT System FIPS categorization.
· Documenting security control implementation in the system’s Security Plan using the Library’s Information Assurance (IA) tool (IACS – XACTA).
· Conduct SCA for IT systems, when required.
· Created Proof documents to validate POA&Ms for closure by the ISSO.
· Document system’s risk assessment per client directives and requirements.
· Develop and document all required artifacts for the SA&A package.
· Conduct Contingency Plan Test (CPT), Incident Response test, and Business Impact Analysis for systems.
· Review and validate the data used or stored in the System security and confirm the security categorization based on FIPS 199 levels for Confidentiality, Integrity, and Availability (CIA)
·  Establish and satisfy information assurance and security requirements based upon the analysis of user, policy, regulatory, and resource demands.
· Determine enterprise information assurance and security standards.
· Develop and implement information assurance/security standards and procedures.
· Support customers at the highest levels in the development and implementation of doctrine and policies.
· Recommend information assurance/security solutions to support customers' requirements.
· Develops and conducts tests of systems to evaluate compliance with specifications and requirements by applying cybersecurity principles and methods for evaluating, verifying, and validating of technical, functional, and performance security characteristics (including interoperability) of systems or elements of systems incorporating information technology (IT) and operational technology (OT).
· Brings business, IT, and OT together by understanding the needs and limitations of all.
· Plans, prepares, and executes cybersecurity test of IT and OT systems to evaluate results against specifications and requirements as well as analyze test results and providing reports.
· Responsible for the analysis, consultation, and reporting of the cybersecurity integration, testing, operations, and maintenance of IT and OT systems security.
· Support and enhance the OT Security solutions.
· Establish “WTS OT manufacturing” network of plant managers and OT responsible persons.
· Establish & maintain centralized OT inventory of responsible person(s) for incident response.
· Establish & maintain centralized inventory of plant wide OT assets.
· Working with local facilities, validate and improve OT network and security schemes at WTS global manufacturing facilities.
· Draft support standards and procedures for all activities
· Technical lead for all OT corporate site incident response.
· Participate in the OT Security network.
· Develop or update the System Security Plan (SSP) based on FIPS 200 and how security is implemented in the SSP.
· Perform [Partial, Full] Security Control Assessment (SCA) against the security controls identified in the SSP.
· Develop or update Information System Contingency Plan (ISCP) and Create ISCP Test and Incident response Plans and document the test results.
· Perform a risk assessment against vulnerabilities identified during testing.
· Perform Privacy Impact analysis.
· Review status of open POA&Ms and Risk acceptance
· Review System hardware/Software Inventory Submission
· Took three (3), GSS, and 2 cloud systems to ATO using (NIST 800-37 Rev.2, RMF, 800-53 Rev.4, 800-53 Rev5,800-53A rev.4).
· Develop and maintain Plan of Actions and Milestones (POA&Ms) for IT systems.
· Update SA&A documentation and artifacts on a regular basis (e.g., annually, after approved change)
· Completed Privacy Threshold Analysis (PTA) for all systems in order to determine if a Privacy Impact Assessment (PIA) is needed.
· Develop FeDRAMP System Security Plan (SSP) moderate & High baseline.
· Developed User certifications Forms and Non-Privilege User Report.
· Collected White House Executive Order Data Call: Critical Software installed on different Systems.
· Assisted with CIO FISMA Metrics Data Call.
· Delivered monthly reports POA&M, Vulnerability scan, & Privileged User
· developed several policies (Access control policy and procedures, Change Management policy, Audit and Accountability policy, System and Communications Protection policy, Cryptographic Key Establishment and 
Management policy, Identification and Authentication policy, Contingency Planning policy, Physical and Environmental Protection policy, Personnel Security policy, Planning policy, Privacy policy etc.
Support PMO Reviewers in gaining an in-depth understanding of the system, its architecture, and associated risks, typically through a combination of briefings and informal Q&A

A-TECH SYSTEM, INC/CENTERS FOR MEDICAIRE/MEDICAID (CMS) Rockville, Maryland				          
January 2017 - September 2019
Senior Information Security Analyst
· Developing a detailed project schedule, including SA&A/SCA task and milestones, task dependencies, and personnel resources
· Conduct SA&A activities sand tasks and obtain Authorization to Operate (ATO) in line with NIST and client guidance and directives.
· Determining the baseline IT Security requirements for IT Systems, identifying system boundaries, determining information categories, assisting with FIPS-199.
· Review and generate SA&A and system documentation as needed.
· Selecting baseline controls for the IT System using CFACTS and tailor security controls as appropriate.
· Implement security controls based on IT System FIPS categorization.
· Documenting security control implementation in the system’s Security Plan using the Library’s Information Assurance (IA) tool (CSAM).
· Conduct SCA for IT systems, when required.
· Created Proof documents to validate POA&Ms for closure by the ISSO.
· Document system’s risk assessment per client directives and requirements.
· Develop and document all required artifacts for the SA&A package.
· Conduct Contingency Plan Test (CPT) for systems.
· Took three (3) moderate systems to ATO using (NIST 800-37 Rev.2, RMF, 800-53 Rev.4, 800-53A rev.4).
· Develop and maintain Plan of Actions and Milestones (POA&Ms) for IT systems.
· Update SA&A documentation and artifacts on a regular basis (e.g., annually, after approved change)
· Completed Privacy Threshold Analysis (PTA) for all systems in order to determine if a Privacy Impact Assessment (PIA) is needed.
· Develop FeDRAMP System Security Plan (SSP) moderate & High baseline.
· Ensure representatives are present who can answer in-depth questions about the system architecture, risk management activities, actual risks to the system, and remediation planning/status.
· Ensure the system is fully operational.
· Support FedRAMP PMO during Risk Assessment Report review (RAR), as necessary and Remediate system documentation issues as needed to satisfy PMO Review comments.
· Ensure all comments from PMO Reviewers are appropriately addressed.
· finalized authorization package with all PMO Reviewer comments addressed. 
· Reviewed status of opened POA&Ms Status and Risk acceptance and finalize System Security Plan (SSP).
· Submit finalized security assessment package to FedRAMP PMO one week prior to kick-off. 
· Support FedRAMP PMO completeness check and kick-off coordination activities, and receive ATO decision and formal authorization from FedRAMP PMO

WEB TRAITS, INC./HEWLETT-PACKARD ENTERPRISE (HPE), Herndon, Virginia 					     
June 2015 – January 2017
Information System Security Officer (ISSO)/Account Security Officer (ASO)
· Conducted the Security Assessment & Authorization (SA&A) Kick-off Meeting
· Applied FIPS199 categorizations to all information types.
· Completed Privacy Threshold Analysis (PTA) for all systems in order to determine if a Privacy Impact Assessment (PIA) is needed.
· Created, monitored and tracked (to signature) various application privacy documentation.
· Performed interpretations of monthly vulnerability scan results of assigned systems.
· Conducted the Security Assessment & Authorization (SA&A) Kick-off briefing.
· Conducted the ST&E Execution via document examination, interviews and manual assessments; Analyzed automated scan results; Populated the Requirements Traceability Matrix (RTM) with results of ST&E; Performed Risk Analysis.
· Created a Plan of Action and Milestones (POA&M); Conducted ST&E Findings Meeting with the System Owner, and other system personnel as required.
· Gathered (or created) system security documents (System Security Plan, Risk Assessment, Security Assessment Report, Executive including the Plan of Action and Milestones, PTA, and PIA).
· Applied NIST 800-60 I&II rev.1 categorizations to all information types.
· Developed Continuous Monitoring Plan using NIST 800-137.
· Used FIPS200 to select 800-53 Rev.4 controls for the system.
· Developed the overall SA&A project Plan.
· Developed three contingency plans using NIST 800-34 rev.1.
· Conducted Contingency plan and incident response testing.
· Devised ST&E activity results and develop recommendations.
· Developed the Security Assessment Report (SAR) and the Security Assessment Plan (SAP)
· Attended daily meetings.
· Monitored and tracked (to closure) incident response activities as per the SOW.
· Performed five (5) Systems Security Assessment and Authorization’s and Security Test & Evaluation (ST&E) using NIST Special Publication 800-37Rev.2, RMF, 800-53 Rev.4 & 800-53A Rev.4, 800-34 Rev.1, and NIST 800-171
· Developed Systems Designation Account Security Officer and Designation System Owner Letters
· Developed Incident Response Plan
· Developed Authorization to Operate (ATO) recommendation Letters.
· Worked with the System Owners to review POAM items for closure.
· Ensured that day to day security is maintained for assigned information systems.
· Worked closely with technical teams for successful Certification & Accreditation of the system that leads to ATO.
· Oversaw, developed, improved and maintained the overall security posture of the system; that includes Information System Security Plans, Risk Ratings, Contingency Plans, Security Assessments, and Contingency Plan Tests and other associated documentation.
· Acted as a consultant to system owners for the security of the system and system documentation. For example, security incident reports, equipment/software inventories, operating instructions, technical vulnerability reports, and contingency plans.
· Point of Contact of all security matters
· Ensured the implementation & maintenance of the security controls in accordance with the System Security Plan
· Ensured the system level POAM (finding Tables) and vulnerability scanning reports are prepared & maintained.
· Prioritized security weakness for mitigation.

HOD CONSULTING, LLC/FEDERAL AVIATION ADMINISTRATION (FAA), Washington, D.C.					  December 2014 – June 2015
Senior Information Security Compliance Analyst
· Developed System Characterization document (SCD)
· Applied FIPS199 categorizations to all information types.
· Applied NIST 800-60 I&II rev.1 categorizations to all information types.
· Conducted information security controls assessment using NIST 800-53 Rev4 and FAA Security policy Handbook.
· Reviewed security documentation to ascertain PII information through system diagrams/flows/application inputs and documentation.
· Updated all the information security documents include (System Security Plan, Contingency Plan, Business Impact Analysis, & Risk Assessment)
· Created the Executive Summary (ES) and the Security Assessment Report (SAR) documents.
· Completed Privacy Threshold Analysis (PTA) for all systems in order to determine if a Privacy Impact Assessment (PIA) is needed.
· Performed two Systems Security Assessment and Authorization’s and Security Test & Evaluation (ST&E) using NIST Special Publication 800-37 Rev.2, RMF, 800-53 Rev.4 & 800-53A Rev.4, & 800-34 Rev.1
· Reviewed Nessus, Webinspect, and AppScan reports.
· Conducted the Security Assessment & Authorization (SA&A) Kick-off Meeting
· Conducted the ST&E Execution via document examination, interviews and manual assessments; Analyzed automated scan results; Populated the Requirements Traceability Matrix (RTM) with results of ST&E; Performed Risk Analysis.
· Created a Plan of Action and Milestones (POA&M); Conducted ST&E Findings Meeting with the System Owner, ISSO and other system personnel as required.
· Had experience with the Cyber Security Assessment and Management (CSAM) tool.
· Identified and investigated client issues and provided recommendations, workarounds, resolutions and benefits by minimizing the client’s risk and cost.
· Ensured that assigned ISs were accredited by working with IS owners, enforced customer security policies and safeguards, ensured that audit trails were reviewed periodically and were archived in accordance with customer policies, and reported security incidents in accordance with policies.
· Manage incident response for assigned systems, ensuring identification, analysis, notification, remediation, documentation, closure and lessons learned according to agency procedures.
· Proficient ability to document and explain risks/vulnerabilities to both business and technical stakeholders.
· Fast learner and able to learn new technologies and processes quickly.
· Excellent interpersonal skills, presentation skills, and verbal / written communication skills
· Advised component personnel of requirements to remediate discovered vulnerabilities based on NIST and Census Bureau guidance and policies.
· Revisited existing POA&Ms to determine appropriate milestones to remediate discovered vulnerability or finding.
· Collected system artifacts and created policies to remediate unresolved POA&Ms
· Successfully completed over 90% of opened POA&Ms through the action researching or creating policies and collecting system artifacts

CONVERGENCE TECHNOLOGY CONSULTING/RECOVERY ACCOUNTABILITY AND TRANSPARENCY BOARD (RATB), Washington, D.C
 March 2013 – December 2014
Information System Security Officer
· Gather (or create) system security documentation.
· Took several cloud systems to ATO.
· Created, monitored and tracked (to signature) various application privacy documentation.
· Reviewed security documentation to ascertain PII information through system diagrams/flows/application inputs and documentation.
· Identify key requirements and gaps; provide solutions for clients utilizing best practices.
· Identify, track, and monitor security deficiencies.
· Assist with the implementation of security risk management strategies and contribute expertise in formulating a successful security program.
· Develop high-quality assessments that provide an understanding and resolution to security-related events.
· Develop and document vulnerabilities, solutions, countermeasures for identifying signatures.
· Apply FIPS199 categorizations to all information types.
· Use FIPS200 to select 800-53 Rev.4 controls for the system.
· Perform 800-53A security self-assessment.
· Determine acceptability of risks identified in self-assessment.
· Development of the overall SA&A project Plan, the SA&A Process Guide, The Plan of Action Process Guide, and The Security document templates (System Security Plan, Risk Assessment, Security Test & Evaluation, Contingency Plan, and different evaluation compliance Checklists).
· Establish plan of action and milestones (POA&M)
· Include all of the above (and other required information) in SA&A package.
· Conduct briefings and knowledge transfer of information security related issues to management and co-workers.
· Address issues, assess impact, determine probable damage and provide recommendations for course of action.
· Identify and investigate client issues and provide recommendations, workarounds, resolutions and benefits by minimizing the client’s risk and cost.
· Communicate all project related issues and project status efficiently.
· Consistently look for opportunities to improve processes and implement appropriate ideas.
· Conduct or participate in meetings with stakeholders and various IT vertical teams and discuss project issues, risks and status.
· Stay abreast of latest developments and technologies in network security/information assurance to ensure applicability of services delivered.
· Develop several Information Technology Security Policies
· Conduct contingency plan tests for four systems.
· Complete Privacy Threshold Analysis (PTA) for all systems in order to determine if a Privacy Impact Assessment (PIA) is needed.
· Applied NIST 800-60 I&II rev.1 categorizations to all information types.
· Develop Contingency Plans per NIST SP 800-34 rev.1.
· Performed two Systems Security Assessment and Authorization’s and Security Test & Evaluation (ST&E) using NIST Special Publication 800-37Rev.1, 800-53 Rev.4 & 800-53A Rev.4, 800-34 Rev.1
· Developed a Security Assessment and Authorization statement (Letter)
· Conducted FISMA compliance reviews with each Program Office to address their vulnerabilities as scheduled, their budget and that their contractors were providing the security safeguards.
· Recommended expertise to Program Offices for risk remediation and continuous monitoring, analyzing vulnerability scans, test security controls, document policies and procedures, etc.
· Developed Incident Response Plan using NIST Special Publication (SP) 800-61 rev2.
· Developed Continuous Monitoring Plan using NIST 800-137.

COMPUTER TECHNOLOGIES CONSULTANTS/DEPARTMENT OF ENERGY (DOE), Washington, D.C.			
October 2012 – March 2013
Senior Information Security Analyst
· Provided essential FISMA support to orchestrate completion of the annual and quarterly reports for OMB.
· Liaison between the DOE Office of IT Security and the DOE Information Systems Audit Division and the Office of the Inspector General to gather documentation and completion of the FISMA reports.
· Used FIPS200 to select 800-53 rev.4 controls for the system.
· Lead Security Analyst for six Program Offices consisting of twenty systems. In this role tasks included performing full scope Security Assessment and Authorization (SA&As) - including ST&Es while applying NIST 800-53 rev.4, NIST 800-53A rev.4, NIST 800-26, NIST 800-30 rev.1, NIST 800-87, NIST 800-18 rev.1, and NIST 800-37 rev1 for the OITS and CISO.
· Assisted CISO’s, System Owners, Program Managers, Stakeholders and staff members with writing and updating their annual security documentation. This included Contingency Plans (CP), Risk Assessments (RA), and System Security Plans (SSP), Self-             Assessments, conducting Contingency Plan Tests (CPT) and resolving POA&Ms (Plan of Action and Milestones) vulnerability weaknesses. Completed Privacy Threshold Analysis (PTA) for all systems in order to determine if a Privacy Impact Assessment (PIA) is needed.
· Completed PIA for all systems that have personally identifiable on non-DOE employees or contractors.
· Conducted FISMA compliance reviews with each Program Office. Assisted Office of Information Technology Security (OITS) staff members as needed on high priority projects, and tasks. Requested to lead tasks by the OITS Director and CISO.
· Developed Department of Energy (DOE) Continuous Monitoring Plan that includes Configuration Management and Control, Security Control Monitoring, and Status Reporting and Documentation
· Developed several system security documentation templates including System Security Plan, Risk Assessment, Self-Assessment, Contingency Plan, Memorandum of Understanding/Agreement (MOU/A), Configuration Management Plan, Plan of Action and Milestones, Security Test & Evaluation, and Certification & Accreditation Statement).
· Developed Contingency Plans per NIST SP 800-34 rev.1.
· Established plan of action and milestones (POA&M)
· Reviewed POA&M weaknesses to be validated for closure.
· Ensured POAM remediation is performed in compliance with the DOE’s policies and standards.
· Apply FIPS199 categorizations to all information types.
· Maintained professional demeanor, attitude and appearance always while on duty, in order to represent Computer Technologies Consultants in a positive and competent manner.
· Developed a Security Assessment and Authorization (SA&A) statement (Letter)
· Used NESSUS Scan Tool to scan the information system.
· Development of the overall SA&A project Plan, the SA&A Process Guide, the Plan of Action Process Guide, and different evaluation compliance Checklists).
· Analyzed and cross-references the sufficiency of technical content of component security documentation against existing Cyber Security guidance researched and authored through the DHS 4300a Security System Handbook, DHS Document Review Checklist, NIST Special Publications 800-53 rev. 4 and 800-53a rev.4.

CORTECHS INC/AMTRAK POLICE DEPARTMENT, Washington, D.C					      	     
 July 2011 – October 2012
Information System Security Officer (ISSO)/ Deputy Project Manager
· Gathered and created system security documentation (System Security Plan, Risk Assessment, Contingency Plan, and Security Test & Evaluation.
· Identified key requirements and gaps; provided solutions for clients utilizing best practices.
· Promoting information security awareness.
· Complying with APD training requirements for individuals with significant security responsibilities.
· Identified, track, and monitor security deficiencies.
· Assisted with the implementation of security risk management strategies and contributed expertise in formulating a successful security program.
· Developed and documented vulnerabilities, solutions, countermeasures for identifying signatures.
· Applied NIST 800-60 I&II rev.1 categorizations to all information types.
· Applied FIPS199 categorizations to the information system.
· Used FIPS200 to select 800-53 rev.4 controls for the system.
· Performed 800-53A rev.4 security self-assessment.
· Determined acceptability of risks identified in self-assessment.
· Development of the overall SA&A project Plan, the SA&A Process Guide, the Plan of Action Process Guide, the Security Assessment and Authorization IT system Inventory guide, and the Security document templates (System Security Plan, Risk Assessment, Security Test & Evaluation, Contingency Plan, Configuration Management Plan, Memorandum of Understanding/Agreement, and different evaluation compliance Checklists to evaluate the security documents).
· Established plan of action and milestones (POA&M)
· Included all of above (and other required information) in SA&A package.
· Conducted briefings and knowledge transfer of information security related issues to management and coworkers.
· Developed Privacy Impact Analysis (PIA) and Privacy Threshold Analysis (PTA)
· Put together a list of common controls list spreadsheets.
· Developed the Amtrak Police Department Information Technology Security Policy
· Mentored and trained all team members with the various activities associated with the Certification and Accreditation effort (i.e., IATO, ATO, Annual Review, and Application Risk Assessment).
· Developed timelines to identify the major milestones for the site’s SA&A effort in order to meet the time constraints imposed by the Authorizing Official signature date with the customer’s schedule.
· Attended weekly status meetings to discuss issues involving the Certification and Accreditation effort.
· Provided guidance on policy implementation and reviewed proposed privacy policies in its area of responsibility to ensure issues are adequately addressed.
· Performed two Systems Security Assessment & Authorization’s and Security Test & Evaluation (ST&E) using NIST Special Publication 800-37Rev.1, 800-53 Rev.3 & 800-53A Rev.1
· Assisting the Authorizing Official in the system certification and accreditation (C&A) and creating and maintaining C&A documentation.  In coordination with the System Owner, develop and update the system security plan as well as managing and controlling changes to the system and assessing the security impact of those changes.
· Advising System Owners of risks to their systems and obtaining assistance from the ISSM, if necessary, in assessing risk.
· Reviewing Security Advisory Alerts on vulnerabilities.
· Working with the ISSM and System Owners to develop, implement, and manage POA&Ms for assigned systems in accordance with CIO IT Security-09-44, “Plan of Action and Milestones (POA&M).”
· Complying with APD training requirements for individuals with significant security responsibilities.
· Developed ISSO Schedule, led role in planning, executing, monitoring, controlling, and closing projects.
· handled everything involved, such as the project scope, managing the project team, as well as the resources assigned to the project.
· Responsibilities include but are not limited to authoring project management artifacts
· Serving as an IT management liaison to the business client,
· Leading the analysis of the legacy system environments with the technical team.
· Oversaw decommission and integration activities in concert with the systems integrator.
· Ensuring that project plans are maintained with deliverables being completed timely and accurately.

INTEKRAS, INC/Federal Aviation Administration (FAA), Sterling, VA (part time 2nd job)				     
 October 2010 – July 2011
Senior Information Security Analyst – Consultant
· Performed Business Impact Assessment
· Met short delivery schedule for the development of Business Impact Analysis, Risk Assessments, IT Contingency Plans, IT System Security Plans, Plan of Action and Milestones, IT Security Test and Evaluations of twenty (20) Information Systems, and Information System Security policies (12)
· Supported development of Security Control Assessments (SCA) based on NIST SP 800-53 rev.4, and NIST 800-53A Rev.1
· Led in/out briefings, interviews, and written formal recommendations for the client.
· Well versed in the FISMA Implementation Project, FIPS and NIST Special Publications
· Experience in developing security policies and performing certification and accreditation of information using NIST Special Publication guidelines 800-37 rev1.
· Provided support in the creation, maintenance, and completion of relevant documents needed for Certification and accreditation.
· Re-created and updated the System Security Plan using documentation policy and NIST special publication 800-18 Rev.1.
· Conducted Contingency plan Tabletop, Structured walk-through, Simulation testing.
· Gathered information to compile and completed Risk Assessments based on documentation policy and NIST Special Publication guidelines 800-30 Rev.1
· Developed System Security Plan Controls stated in 800-53 rev4.
· Developed, Communicated, and documented risks in Risk Assessment Reports
· Developed Security Test & Evaluation Reports.
· Developed Security Control Assessment for General Support Systems (GSS’s) and Major Applications (MA’s).
· Supported development of Contingency Plans, Disaster Recovery Plans, and Contingency Plans Test (Tabletop, Structured Walkthrough, and Simulation) template.
· Developed Plan of Action and Milestones (POA&M).
· Devised accreditation and certification letters.
· Developed supporting documentation in support of Security Assessment and Authorization (SA&A), the Office of the Housing (HSG), FISMA reporting, FISCAM audits, Office of Management and Budget (OMB) A-123, OMB A-127, OMB A-130 assessment.
· Developed Contingency Plan based on documentation policy and NIST guidelines 800-34 rev.1.
· Developed several IT Security Policies (Contingency Planning, Audit and Accountability, System and Information Integrity, Risk Assessment, Physical and Environmental, Configuration Management, Security Awareness and Training, Rules of Behavior Acceptable Use, Security Roles and Responsibility and Separation of Duties and Functions, Review/Improve vendor Security, Incident Response, Password Creation & Management, Personnel Security, Patch Management, Data Classification, and Media Protection and Handling Mechanisms for Sensitive Assets) for Upper Occoquan Service Authority.



ALPHA TECHNOLOGY SYSTEMS, INC/DEPARTMENT of HOUSING & URBAN DEVELOPMENT (HUD), Clinton, MD
 June 2005 – October 2012
[bookmark: _Hlk127636394]Information System Security Officer (ISSO)/ Deputy Project Manager
· Developed the system Security Plan using documentation policy, NIST Special Publication 800-53 rev.4, NIST 800-53A rev.1, and NIST 800-18 rev1.
· Put together Security Assessment & Authorization Package
· Developed System Information Self-Assessment for HUD systems using NIST 800-26, NIST 800-53 rev 4, and NIST 800-53A rev.1
· Provided support in the creation, maintenance, and completion of relevant documents needed for SA&A
· Ensuring Privacy Impact Assessments (PIAs) are completed for IT systems that are new, underdeveloped, or undergoing major modifications which impact Privacy Act data.
· Participated in major Information Security projects including ST&E, evaluation, development, and testing of information system contingency plan, and system Re-categorization using FIPS 199 and NIST Special Publication 800-60 Rev1 volume I & II
· Met short delivery schedule for the development of Business Impact Analysis, Risk Assessments, IT Contingency Plans, IT System Security Plans, Plan of Action and Milestones, and IT Security Test and Evaluations of seventy (70) Information Systems
· Created System Plan of Action & Milestones (POA&Ms) for several HUD systems.
· Used Compliance Review Checklist to evaluate system’s compliance.
· Reviewed POA&M weaknesses to be validated for closure.
· Led in/out briefings, interviews, and written formal recommendations for the client.
· Well versed in the FISMA Implementation Project, FIPS and NIST Special Publications.
· Attended weekly briefing meeting with HUD system’s Owners.
· Developed several system security documentation templates including System Security Plan, Risk Assessment, Self-Assessment, Contingency Plan, Memorandum of Understanding/Agreement (MOU/A), Configuration Management Plan, Plan of Action and Milestones, Security Test & Evaluation, and Certification & Accreditation Statement).
· Devised ST&E activity results and develop recommendations.
· Support development of Security Control Assessments (SCA) based on NIST SP 800-53 Rev4.
· Developed Contingency Plans per NIST SP 800-34 rev.1.
· Developed Business Continuity and Disaster Recovery Planning
· Followed system development methodology, utilize appropriate templates, produce all required documents and ensures all required signatures have been secured.
· Performed Risk Assessments based on NIST Risk Management guidance.
· Support development of Risk Assessments documents.
· Conducted Contingency plan Tabletop, Structured walk-through, Simulation testing.
· Followed quality assurance techniques and processes to develop formal reviews and out-brief(s).
· Developed Plan of Action and Milestones (POA&M).
· Communicated and documented risks in Risk Assessment Reports
· Developed accreditation and certification letters.
· Performed more than 200 SA&A’s using NIST Special Publication 800-37Rev.1, 800-53 Rev.4 & 800-53A Rev.1.
· Ensuring Privacy Impact Assessments (PIAs) are completed for IT systems that are new, underdeveloped, or undergoing major modifications which impact Privacy Act data.
· Working with the ISSM and System Owners to develop, implement, and manage POA&Ms for assigned systems in accordance with CIO IT Security-09-44, “Plan of Action and Milestones (POA&M).”
· Conducting formal presentations, coordinating with vendors, associated business, and technical stakeholders
· Demonstrated excellent program management, negotiation, communication and problem-solving skills.
· Responsible for working with both senior-level business executives and IT personnel to define and execute program requirements and manage stakeholder expectations.
· Responsible for the leadership, direction and oversight of project team(s) and vendor related activities tied to this area of the program.

DIGITAL INTELLIGENCE SYSTEMS CORPORATION/DEPARTMENT OF VETERANS AFFAIRS, McLean, VA		
March 2003 – June 2005
Information System Security Officer (ISSO)
· Support development of Security Control Assessments (SCA) based on NIST SP 800-53 rev.4 and NIST 800-53A rev.1.
· Met short delivery schedule for the development of Business Impact Analysis, Risk Assessments, IT Contingency Plans, IT System Security Plans, Plan of Action and Milestones, and IT Security Test and Evaluations of fifteen (15) Information Systems.
· Provided support in the creation, maintenance, and completion of relevant documents needed for SA&A.
· Re-created and updated the System Security Plan using documentation policy and NIST 800-18.
· Conduct Contingency plan Tabletop, Structured walk-through, Simulation testing.
· Gathered information to compile and complete a Risk Assessment based on documentation policy and the guidance of NIST special publication 800-30 rev.1.
· Completed a Contingency Plan based on documentation policy and NIST SP 800-34
· Led in/out briefings, interviews, and written formal recommendations for the client.
· Well versed in the FISMA Implementation Project, FIPS and NIST Special Publications
· Performed SA&A using NIST Special Publication Guidelines
· Performed Security Test & Evaluation (ST&E)
· Developed accreditation and certification letters.
· Analyzed output from network vulnerability assessments and recommended mitigation strategies.
· Experience in performing security risk assessments, developing security plans, and performing certification and accreditation of information systems.
· Superior written communication and client interface skills
· Performed other duties as assigned.
· Devised System Security Categorizations using FIPS 199 and NIST 800-60 Volume I&II for VA



EDUCATION

Capitol Technology University, Laurel, MD, 2012-2023
Pursing Doctor of Science in Cybersecurity.

Capitol Technology University, Laurel, MD, 2003
Master of Science in Network Security, NSA designated Center of Excellence in Information Assurance Education (CAE/IAE),

Capitol Technology University, Laurel, MD, 2002
Bachelor of Science in Software & Internet Applications

Teacher Training College, Ivory Coast CAP/CEG in French

LANGUAGE SKILLS
· Very fluent in French

CERTIFICATIONS

· Microsoft Certified System Engineer (MCSE) – December 15, 2012
· Certified Information Security Manager (CISM) – March 24, 2023 – January 31, 2027
· Certified CompTIA Advanced Security Practitioner (CASP+) CE Certification – March 17, 2023 – March 17/2023
· Certified Project Management Professional (PMP) - April 26, 2023 – April 26, 2026
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SUMMARY


 


 


Creative hands


-


on IT analyst with more than twenty


-


six


 


(2


6


) years of success leading IT, IT security and Information Assurance projects and 


programs for government and business.  Communicates effectively with both technical and non


-


technical teams, having supported CIO/CISO 


at Housing & Urban Development, the DOE


, FAA, RATB, HHS 


–


 


CMS, NARA,


 


FDIC,


 


and other government agencies. Coordinates multiple 


resources, vendors, and stakeholders and supports high performance technical and professional teams to execute projects of pr


ofound 


complexity, assuring timeliness, effectiveness, and budgetary complianc


e.  Leverages deep knowledge of IT engineering, cyber security, and 


Information Assurance to drive existing programs and proposals in IT and IT security.  Good understanding of Cyber Security a


rchitecture, 


GLBA, SOX, HIPAA, Privacy data, security controls 


(NIST), FISMA, OMBs, IT infrastructure Continuous Monitoring Initiatives, FedRamp,  


AWS


, & Security Control 


Assessment (SCA).


 


 


Security Clearance:


 


Eligible


 


 


TECHN


ICAL


 


SKILLS


 


 


Computer


 


·


 


Microsoft Office: Visio, Excel, Access, Word, Power Point, 


Project


 


·


 


Red Hat/Linux


 


Accreditation Tools


 


·


 


Trusted Agent FISMA (TAF), Information Assurance Compliance System (IACS 


–


 


XACTA), CSAM, CMS FISMA Controls Tracking 


System (CFACTS), REMEDY


, Enterprise Mission Assurance Support Service (eMASS),


 


and ServiceNow.


 


Scanning Tools


 


·


 


NESSUS


 


·


 


Webinspect


 


·


 


AppDetective


 


·


 


AppScan


 


 


EXPERIENCE


 


 


K3 Solutions, LLC/


NATIONAL ARCHIVES AND RECORDS ADMINISTRATION (NARA)


,


 


Luray, Virginia


 


 


             


 


September 2019 


–


 


November


 


202


3


 


Information System Security Officer (ISSO)


 


·


 


Implement security controls based on IT System FIPS categorization.


 


·


 


Documenting security control implementation in the system’s Security Plan using the Library’s Information Assurance (IA) tool


 


(IACS 


–


 


XACTA)


.


 


·


 


Conduct SCA for IT systems, when 


required.


 


·


 


Created Proof documents to validate POA&Ms for closure by the ISSO.


 


·


 


Document system’s risk assessment per client directives and requirements.


 


·


 


Develop and document all required artifacts for the SA&A package.


 


·


 


Conduct Contingency Plan Test (CPT), Incident Response test, and Business Impact Analysis for systems.


 


·


 


Review and validate the data used or stored in the System security and confirm the security categorization based on FIPS 199 


levels for 


Confidentiality, Integrity, and Availability (CIA)


 


·


 


 


Establish and satisfy information assurance and security requirements based upon the analysis of user, policy, regulatory, an


d resource 


demands.


 


·


 


Determine enterprise information assurance and security standards.


 


·


 


Develop and implement information assurance/security standards and procedures.


 


·


 


Support customers at the highest levels in the development and implementation of doctrine and policies.


 


·


 


Recommend information assurance/security solutions to support customers' requirements.


 


·


 


Develops and conducts tests of systems to evaluate compliance with specifications and requirements by applying cybersecurity 


principles and methods for evaluating, verifying, and validating of technical, functional, and performance security character


istics


 


(including interoperability) of systems or elements of systems incorporating information technology (IT) and operational tech


nology (OT).


 


·


 


Brings business, IT, and OT together by understanding the needs and limitations of all.


 


·


 


Plans, prepares, and executes cybersecurity


 


test of IT and OT systems to evaluate results against specifications and requirements as 


well as analyze test results and providing reports.


 


·


 


Responsible for the analysis, consultation, and reporting of the cybersecurity integration, testing, operations, and maintena


nce of IT and 


OT systems security.


 


·


 


Support and enhance the OT Security solutions.
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